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IIOJINTUKA B OTHOLIEHUH OBPABOTKU ITEPCOHAJILHBIX JAHHBIX

B 000 «HIIK® «KPOH»
1. OBIIUE ITOJOXXEHU S

l. Hacrosumas monmuTeKa B OTHOIIEHMH 0OpabOTKH IEpCOHANBHBIX AaHHbX B 000 «HIIK®
«KPOH» paspaborana B cootserctsun ¢ Komcrurymumeit P®, DenepatbHBIM 3aKOHOM OT
27.072006 N 152-@3 "O mepcoHaNBHBIX JAHHBIX", MOCTAHOBJIEHUEM IIpaButenscTBa
Poccuiickoit @enepariu ot 15.09.2008 N 687 "O6 yreepxaernu [Tonoxenus 06 0coGeHHOCTIX
00pabOTKH NePCOHATBHBIX  JAHHBIX, OCYIECTBISIEMOH 6e3  HCIIONb30BAHHS CpencTB
aBTOMaTH3alMK', IIOCTaHOBIeHHeM IIpasutensctBa P® ot 01.11.2012 Ne 1119 «O6
YTBEDKICHUM TPEOOBAHMH K 3aNWTE MEPCOHANBHBIX [AHHBIX MpPH HX 06paboTke B

. HH(bOPMAIMOHHBIX CHCTEMAX, HHHIMA HOPMATHBHBIMHU 3aKOHOJATENbHBIMH aKTaMu PO.
2. Hacrosime#t [TonuTuko#t perympyroTes OTHOIIEHHS, CBS3AHHEIE C 00paboTKO} TIepcoHANBHBIX
’ JaHHBIX,  ocymiecTBiseModf ~ OOmecTteoM, B TOM  uHclie B uH(OpMaIHOHHO-
TeNeKOMMYHUKAIHOHHDBIX CETAX WX 663 ACTIONb30BAHMS TAKIX CpEZICTB.

3. Hacrosimas IlomaTrka onpezenseT MPHHIAIBL, TOPSIOK U YCIOBHS 06paGoTKH IEPCOHATBHBIX
JMAHHBIX PaGOTHHKOB, OGIECTBA H HHBIX JHL, YbH TEPCOHANBHBEIE JaHHBIE 00pabaThIBAIOTCS
ObmecTBoM, ¢ Lenblo ObecTeYenns 3alUTE IPaB W CBOOOJ YeNOBEKA U IPakIAHHHA npu
00paboTKe €ro MepCOHATBHBIX JAHHBIX, B TOM YHCIE 3allHThI IIpaB Ha HENIPUKOCHOBEHHOCTE
YaCTHOM XU3HH, JIMUHYIO M CEMEIHYIO TaifHy.

4. OCHOBHBIE [TOHSTHS:

1) nepconanbHbie TaHHBIE - MOGas HHPOPMAIHS, OTHOCAIIASCS K TPSIMO HJIH KOCBEHHO ONpeJieICHHOMY
I OTIpeieIeMOMy (H3UIECKOMY NIy (CyOBEKTY MepCOHATBHBIX JAHHDIX);

2) omepatop - rocyapcTBeHHBIH OpraH, MyHHUMIATBHEINA OPraH, IOPHIMYECKOE UM PU3MUecKOe THUII0,
CaMOCTOSTENbHO WM COBMECTHO C IDYIHMH JIMIAMH OpraHH3yIOHe M (WJIH) OCYIIECTBIIAIOLIHE
00pabOTKy IEPCOHATLHBIX TAHHBIX, A TAKXKE ONPeNeNMIONIe et 06paGoTKH IIEPCOHANIBHBIX JTAHHBIX,

COCTAB TCPCOHANBHBIX JAHHBIX, MOMIEKAMHX 00paboTKe, NeHCTBHS (Omepamun), COBEpIIAEMBIE C
HEPCOHATLHBIME JAHHBIMH; ‘

3) obpaboTka MepCOHANBHBIX AQHHBIX - JI000e AEHCTBHE. (omepanmst) WM COBOKYIIHOCTH AEHCTBHIA
(omepartyit), COBEPIIAEMBIX C HCIIOJB30BAHMEM CPEICTB ABTOMATH3AIMH HITH 03 UCITOIb30BAHHS TAKHX
CpCACTB C TNEPCOHANBHLIMM JaHHBIMH, BKOYas COOp, 3amich, CHCTEMATH3ALMIO, HAKOIUICHHE,
XpaHCHHE, YTOUHeHHe (OOHOBNEHHE, M3MEHEHHE), = HM3BJNEYEHHE, HCIIOIb30BAHHE, nepenaydy
(pacmipocTpaHeHHe, —MPEJOCTABNCHHE, JAOCTYN), OOE3IMYHBAHME, OnoKUpoBaHHe, yHaJeHHE,
YHHYTOKEHHE NIEPCOHANBHBIX JAHHBIX; ‘ '

4) aBTOMaTH3MpOBaHHAA 00Pa0OTKA NMEPCOHANBHBIX JAHHBIX - 00PAGOTKA MEPCOHATBHBIX IAHHBIX C
IIOMOILIBIO CPEJICTB BBIYUCIUTEbHOM TEXHUKH, ‘



5) pacupocTpaHeHuEe NEePCOHANBHBIX JAHHBIX - IEHCTBUS, HAIlPaBJICHHbIE HA PACKPHITHE MEPCOHAIbHBIX
JTAaHHBIX HEONPEJECICHHOMY KpYTy JIULL;

6) mpenocTaBieHUE MEPCOHANBHBIX JAHHBIX - JCHCTBHUS, HANPABIICHHbIE HAa PACKPBITHIE MEPCOHATBHBIX
JAHHBIX OMPEIETICHHOMY JIUILY WM ONPEIEIICHHOMY KpPYTY JIUIL;

7) YHUYTOXEHHUE NIEPCOHAIIbHBIX aHHBIX - IEHCTBUS, B PE3yJIbTaTe KOTOPBIX CTAHOBUTCS

HCBO3MOXXHBIM BOCCTAHOBUTH COACPKAHUC TICPCOHAIIBHBIX JaHHBIX B I/IH(i)OpMaHI/IOHHOI\/II CHUCTEMC
NEpCOHANIBHBIX JaHHBIX H (I/IJ'II/I) B PE3YJIbTATC KOTOPLIX YHHUYTOKAKOTCA MATCPUAJIBHBIC HOCUTCIIN
NECPCOHANIBHBIX JAHHBIX;

8) obe3nuurBaHNe NMEPCOHATBHBIX TAaHHBIX - JEMCTBUS, B PE3Y/IbTAaTe KOTOPHIX CTAHOBUTCS HEBO3MOKHBIM
0e3 UCIOIb30BaHMUs JOTIOTHUTEIBHON HH(OPMAIIMK OTPEICTUTh MPUHAITICKHOCTh IEPCOHANBHBIX JTaHHBIX
KOHKPETHOMY CyOBEKTY MEepPCOHAIBHBIX JTaHHbIX;

9) I/IH(l)OpMaI_[I/IOHHaH CUCTCMA IMCPCOHAJIBHBIX HAHHBIX - COBOKYIMHOCTHL COJACPIKAIIUXCA B 6333.X JAaHHBIX
MEPCOHAIBHBIX JTAHHBIX W OO0ECMeYMBAOIMX HX 00paboTKy HWH(POPMAIMOHHBIX TEXHOJIOTHH |
TEXHUYECKUX CPEJICTB.

2. IPUHIOMAIIBIL, ITPABUJIA U HEJIX OBPABOTKHU ITEPCOHAJIBHBIX TAHHBIX

2.1. OO6paboTka MEepCOHANTBHBIX IAHHBIX OCyIIeCTBisieTCss OOIIECTBOM C COOJIOACHUEM MPUHIUIIOB U
npaBujl, npeaycMoTpeHHbIXx @DenepanbHbiM 3akoHOM 0T 27.07,2006 Ne 152-®3 «O mnepcoHalbHBIX
JTAHHBIX»:

. 06pa60TKa MNEPCOHAJIbHBIX JaHHBIX OCYIICCTBIIACTCA Ha 3aKOHHOU B CHpﬁBCI[J'IPIBOﬁ OCHOBC,

e 00paboTKa MepCOHATBHBIX JAHHBIX JOJDKHA OTPAHMYUBATHCS JOCTH)KCHHEM KOHKPETHBIX, 3apaHee
OTIpe/ICTICHHBIX U 3aKOHHBIX IICJICH;

e HC JOOIIYCKACTCA 06pa60TKa NEpCOHANIBHBIX JAaHHBIX, HCCOBMECTUMAd C LCIAMU c60pa
NCPCOHANIBHBIX JAHHBIX;

e HC JOIIYCKACTCA O6’beI[I/IHeHI/Ie 0a3 JaHHBbIX, COACPIKAIIUX IICPCOHAJIBHLIC JaHHBIC, o6pa60TKa
KOTOPBIX OCYIICCTBIISCTCA B LCIIAX, HCCOBMCCTHUMBIX MCKIY CO6OI71;

e 00paboTKe MoJIeKAT MEPCOHANTBHBIC JAHHBIC, KOTOPBIC OTBEYAIOT LIEISIM UX 00paboTKH;

e coaepxaHue U 00beM 00pabaThIBaeMbIX IMEPCOHANBHBIX JAaHHBIX COOTBETCTBYIOT 3asBICHHBIM
1ensiM 00paboTKu;

e IIpH 06pa60T1<e NEPCOHAJIbHBIX AAHHBIX obecrneynBaeTcsd TOYHOCTH INCPCOHAJIBHBIX IaHHBIX, HX
JO0CTAaTOYHOCTH, a B H€O6XOIII/IMI>IX ClIydadX W aKTyaJIbHOCTb IO OTHOIICHUIO K LCIISAM 06pa6OTKI/I
NEPCOHAIbHBIX JaHHBIX;

e IIpH HGOGXOI{I/IMOCTI/I MNPUHUMAKOTCA MCPbI IO YAAJICHUIO WM YTOYHCHUIO HCIOJJHBIX HWIIN
HETOYHBIX JaHHBIX;

e XpaHEHME MEPCOHAIBHBIX JaHHBIX OCYILECTBIIAETCS B (hOpMe, TO3BOJISAIONICH ONPENEIUTh CyObeKTa
[IEPCOHANBHBIX JIaHHBIX, HE J0JbILE, YEM 3TOTO TPEOYIOT 1ieJIn 00paOdOTKU NMEPCOHATBHBIX JAHHBIX,
€CIIM CPOK XpaHEHUs MEePCOHAIBHBIX JAaHHBIX HE YCTAaHOBJIEH (elepabHbIM 3aKOHOM, J10TOBOPOM,
CTOPOHOH KOTOPOTO, BBITOAONPHOOPETATENIEM WM MOPYUYUTENIEM 110 KOTOPOMY SIBIISIETCSI CYOBEKT
NIEPCOHANIbHBIX TAHHBIX;

e o0OpabaTpiBaeMble TEPCOHAIBHBIE JIAHHBIC TOJUICKAT YHHUTOXKEHHUIO JTHOO O00E3TNYMBAHUIO TI0
JOCTHKEHHUHU 1iesiel 00pabOTKH WM B clydae yTpaThl HEOOXOAMMOCTH B JOCTH)KEHUU 3TUX IENeH,
€CIIM HHOE He TIPEAYCMOTPEHO (hefepaibHbIM 3aKOHOM.



2.2. OO0paboTKa MepCOHANBHBIX JAHHBIX OCYIIECTBIISETCS TONBKO B CITyYasiX:
e cornacus cyobekTa Ha 00pabOTKy ero MepCoHaIbHBIX JaHHBIX;

e HEoOXOAMMOCTH MCIIOJIHEHHMs [JOrOBOpa, OAHOM M3 CTOPOH KOTOPOrO SBISETCA CYOBEKT
MEPCOHATBHBIX JAHHBIX;

e B UHBIX CIIy4asx, IPEIyCMOTPEHHBIX JIEUCTBYIOIIMM 3aKOHOAATEIbCTBOM.

3. MEPbI, HAIIPABJIEHHBIE HA OBECHEYEHHUE BBINOJHEHUA OBSA3AHHOCTEMN,
HNPEAYCMOTPEHHBIX 3AKOHOAATEJBCTBOM P®

3.1. OOmecTBO OCYIIECTBISET CIEAYIOIMNE OPraHU3alMOHHO-TEXHUYECKHE MEpPhl JUIS  3aIlUTHI
MIEPCOHABHBIX JAHHBIX:

3.1.1. Ha3nauenue Jiaia, OTBETCTBCHHOI'O 3a OpraHHU3aluo 06pa60TKI/I INEPCOHAJIbHBIX NAHHBIX.

3.1.2. U3nanue AOKyMEHTOB, OIPEIEISIIOIINX MOJUTUKY OOIIecTBa B OTHOLIEHUH NIEPCOHAIBHBIX JaHHbIX,
JIOKANBHBIX aKTOB IO BOMpocaM o00pabOTKH TEpPCOHAJIbHBIX JaHHBIX, a TaKKe JOKAIbHBIX AaKTOB,
YCTaHABIMBAIOLIUX MPOLEAYpbl, HAMNpaBICHHbIE Ha MPEIOTBPALLECHUE M BBISBICHUE HapyLICHUH
JIEUCTBYIOIIET0 3aKOHO1aTeNIbcTBa PD, ycTpaHeHue MOCIEACTBUIN TaKUX HAPYIICHUM.

3.1.3. TlpumeHeHHE MPABOBBIX, OPTAHU3AIMOHHBIX M TEXHHMUYECKUX MEp MO O0ecIeueHUI0 0e30MacHOCTH
MEPCOHANIBHBIX JaHHBIX B COOTBETCTBHHU cO CT. 19 @epepanbHoro 3akoHa Ne 152 «O mepcoHaIbHBIX
JaHHBIX)>, BKJITO4Yas:

e OllpeneeHne yrpo3 0e30MacHOCTH EPCOHAIbHBIX JAHHBIX MPH UX 00paboTKe B MH()OPMALIMOHHBIX
CUCTEMAaX IEPCOHAIBHBIX JAHHBIX;

e TMPUMEHEHHE OPTraHW3alNMOHHBIX M TEXHUYECKHX Mep IO OO0eCnedeHnuo 0e30MmacHOCTH
NEPCOHABHBIX JaHHBIX MPU UX 00padoTke B MH(GOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX,
HEOOXOJUMBIX JUISI BBITIOJHEHHSI TPEOOBAaHHWMA K 3alIUTe MEPCOHAIBHBIX JIAHHBIX, HCIIOJTHCHUE
KOTOpBIX oOecrieunBaeT ycraHoBieHHble [IpaButenbctBoM Poccuiickoit ®egepanuu ypoBHU
3aIUIIEHHOCTH IEPCOHATBHBIX TAHHBIX;

e TPUMEHEHHE MPOIMIENININX B YCTAHOBJICHHOM IOPSIKE MPOIEAYPY OLEHKH COOTBETCTBHS CPEICTB
3alUThl HH(POPMALINY;

e oreHKka 3(pGEeKTUBHOCTH MPUHUMAEMBIX MEp IO OOECIEYEHUI0 OE30MacHOCTH MEPCOHAIBHBIX
JAHHBIX JIO BBOJIA B AKCILTyaTallMI0 HHPOPMAIIMOHHOW CUCTEMBI IEPCOHATBHBIX TAHHBIX;

® YUYCT MAIIMHHBIX HOCHTEJICH NEPCOHATIbHBIX NAHHBIX;

e O0OHapyxeHHEe (PAKTOB HECAHKIIMOHMPOBAHHOTO JOCTYINAa K MEPCOHAIbHBIM JaHHBIM U MPUHATHEM
Mep;

e BOCCTaHOBJICHHE TEPCOHAIBHBIX JAHHBIX, MOIU(DUIIMPOBAHHBIX WM YHUYTOXXEHHBIX BCIIC/ICTBHE
HECAaHKI[MOHUPOBAHHOI'O OCTYIIA K HUM;

e YCTaHOBJICHHE MPABWJI JIOCTYIA K MEPCOHAIBHBIM JaHHBIM, 00pabaThiBaeMbIM B MH(POPMAITMOHHON
cHCTeME NEepCOHANbHBIX JAHHBIX, a Talo/ce 00eCleueHueM PerucTpaluu 1 ydeTa BcexX AEHCTBHM,
COBEpILIAEMBIX C TIEPCOHAIILHBIMU JTAHHBIMU B MH()OPMAIIMOHHOHN CHCTEME MEPCOHATBHBIX JaHHBIX;

e KOHTPOJIb 3a MPUHUMACMBIMU MEpaMHu I10 obecrieueHn0 0e30MacHOCTH NEPCOHATIBHBIX NAHHBIX W
YPOBHA 3alIUIICHHOCTH I/IH(i)OpMaI_[I/IOHHBIX CUCTEM IICPCOHAJIBHBIX TAHHBIX.

e o3HaKoMJIeHHE paboTHUKOB OOmIecTBa, JOMYIIEHHBIX NPUKA30M PYKOBOAMTENS K 00paboTke
MePCOHATIBHBIX JTAHHBIX, HEMIOCPEACTBEHHO OCYHIECTBIISIOMNX 00pabOTKy MepCOHATBHBIX JTAaHHBIX,
C TMOJIOKEHHUSIMU 3aKOHOZaTenbcTBa P 0 mepcoHaIbHBIX JAHHBIX U JIOKATbHBIMA HOPMATUBHBIMU
aktamu OO111eCTBa MO POCITHUCH.



